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REKRUTIMIN E DY EKSPERTEVE NE KUADER TE PROJEKTIT

“Mbrojtja e té Drejtave té Njeriut né Digjitalizimin e Shérbimeve Publike
‘SERVRIGHT’

N¢é kuadér té€ zbatimit t€ marréveshjes pér grant t€ vogél, t€ nénshkruar mes Rrjetit Evropian té
Institucioneve Kombétare t€ t& Drejtave t&€ Njeriut (ENNHRI) dhe institucionit t€ Avokatit t&
Popullit té¢ Republikés s€ Shqipérisé (iAP), né kuadér t€ projektit “Mbrojtja e t& Drejtave té Njeriut
né Digjitalizimin e Shérbimeve Publike né Shqipéri - SERVRIGHT”, institucioni i Avokatit té
Popullit kérkon t€ rekrutojé 2 ekspert, né fushén e t€ drejtave t€ njeriut, ligjit dhe siguris€ sé té
dhénave.

* Pérshkrim i pérgjithshém i projektit

Shqipéria po vazhdon pérpjekjet pér digjitalizimin e shérbimeve publike si pjesé e strategjisé sé
geverisjes elektronike, me qéllim pérmirésimin e ofrimit t€ shérbimeve publike, rritjen e efikasitetit,
zvogélimin e burokracisé€ dhe rritjes s€ transparencés. Megjithaté, ky proces sjell pas vetes pasoja té
réndésishme né fushén e t&€ drejtave té njeriut.

Ndérsa digjitalizimi mund té pérmirésojé qasjen né€ shérbimet publike dhe t&€ zvogélojé korrupsionin,
gjithashtu mund t€ krijojé forma té reja t€ pérjashtimit dhe diskriminimit, vecanérisht pér grupet e
prekura té cilave u mungon aksesi né teknologji, ose aftésité dixhitale. Eshté e réndésishme qé
geveria shqiptare t&€ sigurojé qé digitalizimi i shérbimeve publike té zhvillohet n€ pérputhje me
standardet e t€ drejtave té njeriut, duke pérfshiré privatésin€é, mosdiskriminimin, transparencén dhe
pérgjegjshmériné.

Avokati i Popullit si Institucion Kombétar pér t&€ Drejtat e Njeriut (NHRI) ka njé€ rol t€ réndésishém
né€ sigurimin g€ digjitalizimi i shérbimeve publike né Shqipéri t€ zhvillohet né pérputhje me


mailto:ap@avokatipopullit.gov.al
mailto:ap@avokatipopullit.gov.al
http://www.avokatipopullit.gov.al/
http://www.avokatipopullit.gov.al/

standardet e t& drejtave t€ njeriut, duke pérfshiré hulumtimin, ofrimin e ké&shillave dhe
rekomandimeve, monitorimin dhe raportimin, si dhe angazhimin me palét e interesuara pér té
mbrojtur standardet e t& drejtave t€ njeriut n€ kété kontekst.

=  Aktivitetet e projektit

Aktiviteti 1: Puné kérkimore mbi implikimet e mundshme té digjitalizimit té shérbimeve
publike né Shqipéri.

Puné kérkimore (desk research)

¢ Rishikimi i literaturés pér té€ identifikuar kérkimet dhe analizat ekzistuese mbi temén e
dixhitalizimit t€ shérbimeve publike dhe implikimet e tij t€ mundshme né t& drejtat e njeriut,
duke pérfshiré artikuj akademiké, raporte nga organizatat ndérkombétare dhe raporte nga OJQ-
té lokale.

v Identifikimi i zhvillimeve apo masave ligjore dhe politikave g€ lidhen me dixhitalizimin e
shérbimit publik né Shqipéri, si dhe iniciativat ligjore dhe politike pér mbrojtjen e t€ dhénave
dhe jetén private.

v Zhvillimi i njé metodologjie kérkimi qé merr parasysh kontekstin specifik t€ Shqipérisé dhe
implikimet ¢ mundshme té digjitalizimit t€ shérbimeve publike né t& drejtat e njeriut (anketime,
diskutime né fokus grupe dhe intervista me aktorét kryesor¢).

Intervista dhe monitorim né térren

v Pérgatitja e punés né terren — zhvillim 1 intervistave dhe monitorimit né terren;

¢ Zhvillimi i misioneve t€ monitorimit né qytetet Shkodér, Vloré, Berat, Sarand€, Kukés,
Pogradec dhe Dropull, ku jané€ vendosur dhe zyrat rajonale t€ Avoktit t&¢ Popullit té cilat mund
té asistojné né€ vlerésimin e impaktit real t€ mbylljes s€ zyrave tradicionale té€ shérbimeve
publike. Eksperti mund t€ vendosé t’a shtrijé monitorimin né terren edhe né qytete té tjera, né
bazg t€ nevojave.

v Mbledhja dhe analizimi i gjetjeve pér té identifikuar shkeljet e mundshme té t& drejtave té
njeriut ose problematika t€ tjera q€ mund té lindin nga digjitalizimi i shérbimeve publike né
Shqipéri.

Aktiviteti 2: Analiza e t€ dhénave dhe hartimi i raportit, né pérputhje me anekset kérkimore sipas
pérshkrimit t€ projektit, né lidhje me privatésing, aksesin, mosdiskriminimin, transparencén,
llogaridhénien, et;.

Aktiviteti 3: Tryeza t€ rrumbullakéta me aktorét ky¢ pér diskutimin e gjetjeve e rekomandimeve
pérfshiré pérfagésues nga institucionet né nivel gendror e vendor, institucionet e pavarura,
organizatat e shoqéris€ civile dhe organizatat ndérkombétare.

Aktiviteti 4: Pérfundimi dhe shpérndarja e raportit n€ gjuhén shqipe dhe angleze. Bazuar né punén
kérkimore dhe analizén q€ do té realizohet, Avokati 1 Popullit do té adresojé rekomandime lidhur me
standardet q€ duhet té pé&rmbushé procesi i digjitalizimit té shérbimeve publike, pér t€ siguruar
respektimin e t€ drejtave t€ njeriut. Raporti do t€ ndahet edhe me Parlamentin pér té njohur edhe



politikbérésit me implikimet dhe ndikimin qé€ ka digjitalizimi 1 shérbimeve publike né té drejtat e
njeriut, si dhe pér t€ adresuar masat e nevojshme g€ duhet t& merren.

Dubhet té kihet né konsideraté qé afati i pérfundimit té projektit éshté data 15 dhjetor 2023, ¢ka
nénkupton qé kérkohet njé angazhim dhe pérgjegjési maksimale pér realizmin e ploté té aktiviteteve
té sipérpérmenduara brenda kétyre afateve té pércaktuara.

= Detyrat dhe pérgjegjésité

Pér sa mé sipér, detyrat qé duhet t& kryejé eksperti lidhen kryesisht me:

>

V V V

vV VY

TE kryejé punén kérkimore, intervistat dhe monitorimin né terren, sipas aktivitetit 1 té
projektit;

T€ dokumentoj€ né ményrén e duhur t€ gjith€ procesin e kérkimit/mbikqyrjes;
T¢€ marr€ pjes€ né diskutime té pérbashkéta me aktorét e interesit;

T€ zgjeroj€ koordinimin midis ekspertéve té terrenit me q€llim p&€rmirésimin e zbatimit té
projektit, duke pérfshiré monitorimin dhe raportimin.

T€ mbajé marrédhénie efikase dhe korrekte bashképunimi me institucionin e Avokatit té
Popullit dhe Zyrat Rajonale, si dhe me aktoré té tjeré t& pérfshiré.

T€ hartojé raportin ku do t€ pasqyrohen gjetjet/rekomandimet;

T€ ruajé me rigorozitet konfidencialitetin n€ t& gjithé aspektet e lidhura me veprimtariné e
puneés.

Kérkesat e vecanta pér pérzgjedhjen e ekspertit

Ekspertét qé duan t€ aplikojné, duhet t€ plotésojne kriteret e méposhtme:

>
>

vV V V VY VY

Té keté mbaruar arsimin e larté.

T¢€ keté eksperinencé n€ hulumtim, implementim dhe menaxhim projektesh né fushén e t&
drejtave t€ njeriut, ligjit dhe/ose sigurisé sé té dhénave. Njohja e legjislacionit shqiptar
dhe/ose akteve ndérkombétare né fushén e mbrojtjes s€ t€ dhénave personale, diskriminimit,
digjitalizimit e procedurave administrative dhe eksperienca né puné kérkimore t€ ngjashme
do té konsiderohen pérparési.

T€ keté eksperiencé né kérkim infomacioni dhe hartim raporti/studimi;

T€ keté njohje té€ thella t€ gjuhés angleze né té folur dhe né té€ shkruar.

T& keté aftési organizative dhe administrative si dhe vecanérisht aftési komunikimi.

T& keté standarte té larta t€ integritetit dhe pérvojés né€ trajtimin e informacionit konfidencial.
T€ zotérojé automjet dhe patenté dhe té jeté i/e gatshme pér té udhétuar.

Duke géné se €sht€ e domosdoshme kryerja e 1évizjeve jashté qytetit t€ Tiranés, éshté e
nevojshme pasja e patentés dhe e njé mjeti n€ dispozicion.



= Periudha

Ekspertét do té€ rekrutohen népérmjet néshkrimit t€ kontratave t€ shérbimi, bazuar né dité pune, qé
do t€ dakort€sohen ndérmjet paléve pérpara nénshkrimit t€ kontratave pérkatése. Afati i
pérfundimit té projektit &shté data 15 dhjetor 2023, cka nénkupton qé realizimi i aktiviteteve té
projektit duhet té pérfundojné pérpara késaj date.

* Procedurat e Pérgjithshme té Aplikimit:
Aplikimi duhet t€ pé€rmbajé:

Letér motivimi
Curriculum Vitae (CV)
Kopje e diplomés

V V V VY

Cdo dokument shtes€ q€ lidhet me aplikimin

Aplikimet duhet t€ dérgohen né rrugé elektronike né adresén:
burime.njerezore(@avokatipopullit.gov.al ose né zarf t€ mbyllur duke specifikuar pozicionin né
adresén:

Institucioni i Avokatit té
Popullit Blv.”Zhan D’Ark”, nr 2,
Tirané Shqipéri

Né vémendje t€ Sektorit t€ Burimeve Njerézore.

= Afati

Aplikimet pranohen deri né daté 27.10. 2023, ora 16.30. Do t&€ shqyrtohen vetém ato aplikime qé
mbérrijn€ brenda kétij afati. Pas vlerésimit t€ dokumenteve vetém kandidatét e suksesshém do té
ftohen pér intervisté.

» Bashkélidur shpalljes gjendet pérshkrimi i detajuar i projektit (fq 5-9).
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A. Project Proposal’s description

Albania has prioritized the digitalization of its public services through its e-government strategy in
recent years, with the goal of improving service delivery, transparency, and efficiency while reducing
bureaucracy, overcoming the lack of resources and adapting to the new way of working remotely by
further advancing the digitalization of government services and the development of cyber skills'.
Various digital services, including the e-Albania portal, e-procurement, e-customs, e-health, and e-
education, have been introduced to achieve this objective. However, the government's plan to close all
public service offices in 2022 and shift all services online from May 1st, 2022, was not officially
finalized and was further hindered by a cyber-attack in July-August 2022 that resulted in data leakage
and blocked online public services. On 21 September 2022, the Federal Bureau of Investigation (FBI)
and the Cybersecurity and Infrastructure Security Agency (CISA) released a joint Cybersecurity
Advisory (CSA) detailing malicious cyber operations that included ransomware and disk wiper,
rendering websites and services unavailable? and encouraged users and administrators to review the
advisory and apply the recommended mitigations.

Despite prioritizing digitalization efforts, there are also other concerns with regard to equitable access
to digital services for all citizens and the potential human rights implications of the process. The 2022
European Commission's on Albania report? raised concerns about access to digital services for citizens
with limited digital skills, while the (state) National Statistical Office of Albania's 2023 Survey on
Information and Communication Technologies usage* revealed that in 2022, only 51.4% of citizens
used e-government to obtain information from websites or apps, and that 60.5% used e-government to
download/print forms.

To ensure that the digitalization process upholds the rights of all citizens, Albania must continue its
efforts to digitalize public services while giving careful consideration to and addressing potential
human rights implications. The People's Advocate has expressed concern about the government's
failure to prioritize the assessment of human rights implications of digitalization, engage civil society
organizations and human rights experts in the process, ensure proper implementation of data
protection laws, and provide transparency, accountability, and equal access to digital services.

The Albanian People's Advocate (PA) can play a critical role in ensuring that the digitalization of public
services in Albania is conducted in compliance with human rights standards. To accomplish this goal,
the PA intends to prepare, publish and disseminate a report based on thorough desk and field data
research on national level to examine the potential human rights implications of the digitalization
process, including the right to privacy, access, non-discrimination, transparency, accountability, and
cybersecurity. This research will help identify potential human rights violations and provide
recommendations on how to prevent them, making it an essential step towards ensuring that the
digitalization process upholds the rights of all citizens.

The PA will discuss with key stakeholders the findings and policy recommendations on how to ensure
that the digitalization of public services is conducted in compliance with human rights standards,
including the Albanian government at the central level (the public services reform leader - Office of the

! Albania, Council of Ministers, (2022) “For the approval of the Intersectoral Strategy “Digital Agenda of Albania”

and the 2022-2026 Action Plan. https://akshi.gov.al/wp-content/uploads/2022/06/vendim-2022-06-01-370-
Agjenda-Digjitale-e-Shqgiperise-22-26-dhe-plani-i-veprimit.pdf

2 Cybersecurity & Infrastructure Security Agency. (2022, September 21). Iranian State Actors Conduct Cyber
Operations Against the Government of Albania. https://us-cert.cisa.gov/ncas/alerts/aa22-264a

3 European Commission. (2022). Albania 2022 Report. https://ec.europa.eu/neighbourhood-
enlargement/sites/default/files/2022-04 /albania report 2022.pdf

4 National Statistical Office of Albania. (2023). Survey on Information and Communication Technologies (ICT)
usage in Households and by Individuals in 2022 [Report]. https://www.instat.gov.al/media/11169/ict-2022-

english.pdf
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Deputy Prime Minister, ADISA, Ministry of Infrastructure and Energy (MIE) with its responsibility in
the development of digital access infrastructure; AKSHI - National Agency for Information Society as
GoA digital agenda lead, Ministry of the Interior with its responsibility for local government issues),
local government officials (mayors and municipal staff), Information and Data Protection
Commissioner, the Commissioner for Protection from Discrimination, the Audio-visual Media
Authority, and the Albanian Media Council, civil society organizations and international organizations,
to raise awareness and promote the protection of human rights in the context of digitalization of public
services in Albania. The joint contributions will be added to the final report, which will be disseminated
through the official website and social media channels of the PA. Additionally, the report will be shared
with the Albanian parliament to ensure that policymakers and lawmakers are aware of the human
rights implications of the digitalization of public services and can take necessary measures to properly
address the issues.

The proposed project leverages the knowledge gained from the ENNHRI "Artificial Intelligence and
Human Rights" Academy, held in Tirana in June 2022, which equipped the PA with the necessary skills
to assess the impact of Al on human rights, utilize the NHRI mandate to address human rights issues
related to Al, and capitalize on opportunities presented by digital technology and Al to enhance the
promotion and protection of human rights®. Drawing also from the experience of the French NHRI, the
report will be published in both Albanian and English to share lessons learned with other NHRI-s in the
network, and to further serve as a baseline for a follow-up report ‘on the inequalities in access to rights
caused by procedures digitized at an accelerated pace’®.

As a National Human Rights Institution, the People's Advocate is committed to promoting and
protecting human rights in Albania in line with the 2030 Agenda for Sustainable Development. The
Agenda's emphasis on leaving no one behind and ensuring that development efforts benefit all
individuals and communities aligns with the People's Advocate's goal of upholding the rights of all
citizens in the digitalization of public services, including those that utilize artificial intelligence. By
conducting research, providing recommendations, and disseminating findings, the People's Advocate
aims to contribute to the achievement of Sustainable Development Goal 16, which calls for the
promotion of peaceful and inclusive societies for sustainable development, the provision of access to
justice for all, and the building of effective, accountable, and inclusive institutions at all levels. The
successful digitalization of public services in Albania while upholding human rights, including the
responsible and ethical use of artificial intelligence, is crucial for advancing progress towards the 2030
Agenda and achieving sustainable development for all.

B. List the proposed activities with a short description each and fill in the Timeline
Table;

v" Activity 1: Conducting research on the potential human rights implications of digitalization of
public services in Albania. More specifically:

1.1 Desk research:

o Conducting a literature review to identify existing research and analysis on the topic of
digitalization of public services and its potential human rights implications, including
academic articles, reports from international organizations, and reports from local
NGOs.

o ldentifying legal and policy developments or measures relevant to the digitalization of
public service in Albania as well as legal and policy initiatives on data protection and
private life.

5> European Network of National Human Rights Institutions. (2022). NHRI Academy 2022: Artificial Intelligence
and Human Rights. https://ennhri.org/nhri-academy-2022
6 Defender of Rights. (2022). Dematerlahsatlon of Publlc Serv1ces Retrieved from
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1.2

1.3

Developing a research methodology that takes into account the specific context of
Albania and the potential human rights implications of digitalization of public services
in the country (surveys, focus group discussions, and interviews with key stakeholders).
Interviewing and fieldwork monitoring:

Preparation of the fieldwork, —interviewing and fieldwork monitoring, —

Conducting field missions in Shkodra, Vlora, Berat, Saranda, Kukes, Pogradec and
Dropull, where the PA regional officers can support to assess the real impact of the
closure of traditional public service offices. The experts will decide to expand their field
missions based on the research needs.

Collecting data and analyzing the findings to identify any potential human rights
violations or concerns that may arise from the digitalization of public services in
Albania (i.e. privacy, data protection, access to information, and discrimination,
awareness of human rights and potential safeguards in place, complaint mechanisms
and remedies, etc.).

Reporting (transcription and preparation of interviews and focus group reports).

v' Activity 2: Analyzing the data and drafting the report. Some potential questions that will be
addressed are as follows:

Privacy

iy
2)

3)

4)

5)

6)

Access

1)
2)

3)

4)

5)

6)

How does the digitalization of public services in Albania impact the right to privacy of
citizens?

What types of personal data are collected and processed through digital public services
in Albania, and how is this data protected from unauthorized access and misuse?

What are the legal and regulatory frameworks in place to govern the collection,
processing, and storage of personal data through digital public services in Albania, and
how effective are they in protecting privacy rights?

How are surveillance technologies used in the provision of digital public services in
Albania, and what measures are in place to ensure that they are used in compliance
with privacy rights?

What are the experiences and perceptions of citizens in Albania regarding the privacy
implications of digital public services, and how do they vary across different
demographic groups?

What steps can be taken by the Albanian government and other stakeholders to ensure
that digital public services are provided in a manner that respects privacy rights?

To what extent is high-speed internet coverage all over the country ensured?

To what extent does the digitalization of public services in Albania impact the right to
access public service and information of citizens?

How does the closure of traditional public service offices impact the right to access
public services in Albania?

What steps can be taken to ensure that alternative options for accessing public services
are available to all citizens, including those who may not have access to technology or
the internet?

What impact does the lack of alternative options for accessing public services have on
marginalized communities and vulnerable populations in Albania?

How can the Albanian government work to ensure that the right to access public



services is protected and upheld, particularly in the context of increasing digitalization
of public services?

7) What role can civil society organizations and other stakeholders play in advocating for
the right to access public services and ensuring that all citizens are able to access the
services they need?

Non-discrimination

1) How does the digitalization of public services in Albania affect the right to non-
discrimination and equal access to public services, especially for marginalized
communities?

2) Whatis the impact of digitalization of public services on marginalized communities in
Albania, particularly those who face discrimination based on ethnicity, gender, religion,
or disability?

3) Are there any discriminatory biases or algorithms embedded in the digital platforms
used for delivering public services in Albania, and if so, how can they be identified and
addressed?

4) How can the Albanian government ensure that digital public services are accessible and
inclusive for all citizens, regardless of their socio-economic status or geographic
location?

5) What are the experiences of minority groups in Albania with accessing public services
through digital platforms, and what barriers or challenges do they face?

6) How can digital public services in Albania be designed to address systemic
discrimination and promote greater equity in service delivery?

7) What role can civil society organizations and advocacy groups play in advocating for
non-discrimination and inclusivity in digital public service delivery in Albania?

8) What steps can be taken to ensure that public service providers in Albania are
adequately trained and educated on the importance of non-discrimination and inclusive
service delivery in the digital age?

Transparency and Accountability
1) What are the potential human rights risks associated with the use of digital

technologies in public service delivery, such as algorithmic decision-making and
biometric identification?

2) What measures have been taken by the Albanian government to ensure transparency
and accountability in the digitalization of public services?

3) To what extent are citizens able to access information about the processes and
decision-making involved in the digitalization of public services in Albania?

4) How can transparency and accountability be ensured in situations where private
companies are involved in providing digital public services on behalf of the government?

5) What mechanisms are in place to hold the government accountable for any potential
abuses of power or violations of human rights in the context of digital public services?

1) What are the best practices in other countries for ensuring that the digitalization of
public services is conducted in compliance with human rights standards, and how can
they be adapted for Albania?

2) How can the NHR], civil society organizations and human rights defenders in Albania
engage in the monitoring and evaluation of the human rights implications of
digitalization of public services?

v Activity 3: Panel/s of discussion with key stakeholders on the findings, and jointly



discussing policy recommendations on how to ensure that the digitalization of public services

is conducted in compliance with human rights standards, including the Albanian government at
the central level (the public services reform leader - Office of the Deputy Prime Minister, ADISA,
Ministry of Infrastructure and Energy (MIE) with its responsibility in the development of digital
access infrastructure; AKSHI - National Agency for Information Society as GoA digital agenda
lead, Ministry of the Interior with its responsibility for local government issues), local
government officials (mayors and municipal staff), Information and Data Protection
Commissioner, the Commissioner for Protection from Discrimination, the Audio-visual Media
Authority, and the Albanian Media Council, civil society organizations and international
organizations.

Activity 4: Finalizing and disseminating the report (Al, EN). Based on its research and
analysis, the NHRI will provide advice and recommendations to the government and other
stakeholders on how to ensure that the digitalization of public services is conducted in
compliance with human rights standards. The report will be shared with the Albanian
parliament to ensure that policymakers and lawmakers are aware of the human rights
implications of the digitalization of public services and can take necessary measures to
properly address the issues. Additionally, the report will be disseminated through the official
website and social media channels of the PA in order to raise awareness and promote the
protection of human rights in the context of digitalization of public services in Albania.
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